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1. What is Permission Analyzer?

Permission Analyzer reports NTFS permissions from the file system combined with user
and group data from the Active Directory. All data is stored in a local or remote
database and can be utilized to create overviews of permissions based on many filter
criteria. You will be able to monitor permissions for entire user groups and receive
notifications if undesired permissions are found within your network.

Many filter options o = Generate HTML reports
Embedded or central database (-] 18] Modify permissions
Scan once and run fast overviews & — ? Define policies and receive alerts

1.1 MAIN FEATURES

Scanning the NTFS file systems and Active Directory

Configure the directories and LDAP Organizational Units to scan.

All directory information and group memberships from LDAP are

saved in a local database file. Run the scan whenever you like or Q)
schedule an automated scan. Permission Analyzer supports an

external database, allowing multiple workstations to share the

same information source.

Viewing server permissions and applying filters

All information is saved on a database, allowing you to
conduct targeted search queries in seconds, instead of
scanning the whole network every time you want to apply a
new filter. Add filters for specific members, all members of a
group or LDAP OU, permissions or folders.

Tracing user and group permissions
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The main overview provides an aggregated summary of all server permissions found
and may contain the permissions of multiple users or groups. The

application offers different views on the search results, like the =
effective permissions per user/group, the plain ACL information ﬂ-‘ﬁ
like Windows Explorer, the origin of permissions for a specific

|

o

user or group (via which group membership or parent folder they o
. . . . ©

have been inherited), and a view of all the matching users/groups "o

that have been found including their (possible unwanted)
permissions. Use these views to zoom in on your search results.

Creating HTML and CSV exports and security
audit policies

9] Save your filters as report and export them to HTML or CSV
and e-mail. Use Permission Analyzer to run reports
automatically using command-line parameters. Save your
filters as policies and receive e-mail notifications if your
policy report contains unwanted permissions.
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2. Architectural setup

Permission Analyzer supports different setups by either using
the embedded database, or a central database server to share
the scanned network data, filter definitions and reports between =
workstations. o -2

2.1 USING THE EMBEDDED DATABASE

The default setup depends on a single workstation or server. The scanning is done from
a single machine and the information is stored in a local database file. The
disadvantage of this setup is that the scanned information cannot be shared and that
the workstation or server will have to scan all the remote file systems, which has the
overhead of reading remote NTFS permissions over the network:

1) Schedule ascan from a workstation or 4) Use the embedded database to
file server using Windows Scheduled Tasks analyze permissions and to build
or start a scan manually in the Scan View ate filters and exports

B -

2) The apph:oncp will scan [nested) 3) The application will scan
group memberships and user details the ACLs from the file systems
from the Active Directory

The performance depends a lot on the network setup and hardware. Scanning local
files using a local database scans about 25,000 files per minute and takes 1 MB
database storage per 1000 files or directories. When scanning a NAS or using a remote
database, much of the performance depends on the network environment. See Using
scan agents to scan remote file systems more efficiently.
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2.2 USING A CENTRAL DATABASE

The second setup has a shared (external) database, which means that other team
members / workstations can use the scanned information from the database to create
overviews. The application supports Oracle, MSSQL, DB2, MySQL, PostgreSQL, H2 and
Derby out of the box. User reports, policies and filter sets are stored in the database, so
when you use a central database you can share that information between all the
clients/workstations. Note that each workstation requires a license, Permission
Analyzer is licensed on "per-installation" basis. The Basic and Standard Edition don't
support the use of an external database.

gy

3
- - e,
4) store the informationina
central database (MS SQL, DB2 0
Oracle, MySQL and more)

3) The application will scan §) Use the scanned information on

the ACLs from the file systems different workstations to build overviews

K
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2.3 USING SCAN AGENTS

The third setup may prevent the reading of remote permissions over the network and
makes it possible to scan the file systems simultaneously. Instead of scanning a remote
file system from a workstation, every file server will scan its own local permissions and
submits the information to a central database. Reading local permissions is a lot faster
and the file servers can scan their permissions simultaneously. The file servers only
require a (cheaper) Scan Agent license, which doesn't support reporting, but only
scanning the network. A Scan Agent is the same application installation (and download
from the website), but it is activated with a Scan Agent license. This will only activate the
scanning features of the application.

1) Schedule ascan locally
on each file server

\ 4) Use the scanned
information on different

workstations to build
overviews

e
\_

3) Store the informationina
central database (MS SQL,
DB2, Oracle, MySQL and more} 7.°,.

2) Let one file server scan the (nested)
group memberships and user details
from the Active Directory
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Every scan agent can be scheduled using Windows Scheduled Tasks in combination
with the application parameter “-scan”. A Scan Agent stores the status messages in the
central database, which is also the way in which to communicate with an agent. You can
view the scan results of every agent in a centralized view of either one of the scan

agents or your workstation:

No scan in progress

o P

|_§ Export status list | | E View remote scan logs

g

1 Ready to start scanning...

@ Remote scan log files

E Remote scan log files

Search the log records (use * as wildcard):

| search

| | DATASERVERDT

u Show info 4. Show warning * Show error [] T@ Hide access denied errors [ T@ Hide unresolvable sid errors

All servers

DATASERVERDZ

Date / time Server

Ak T-nov-2016 12:00:40 DATASERVEROT
W 7-nov-2016 12:00:40 DATASERVEROT
W 7-nov-2016 12:00:40 DATASERVEROT
W 7-nov-2016 12:00:40 DATASERVEROT
W 7-nov-2016 12:00:41 DATASERVEROT
W 7-nov-2016 12:00:41 DATASERVEROT
U 7-nov-2016 12:00:41 DATASERVERO1
W 7-nov-2016 12:00:41 DATASERVEROT
W 7-nov-2016 12:00:41 DATASERVEROT
W 7-nov-2016 12:00:41 DATASERVEROT

Message

Skipping directory because it has not been checked: \\dataserver01\data
Truncating existing info from the database

Start scanning directories

Start scanning directory \\dataserver01\projects including 4 levels of subdirectories

Done scanning directory \\dataserver01\projects. Scanned 264847 directories, 398116 files, 434 groups and 253 users.

Scanned a total of 2642847 directories, 398116 files, 434 groups and 253 users,

Done scanning directories

Start running database statistics

The scan has run 0 hours, 42 minutes and 13 seconds

Scan finished, processed 264847 directories, 398116 files, 434 groups and 233 users.

DATASERVERDZ
DATASERVERD4
DATASERVERDS

Q Double click a record to view possible details.
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Features
3.1 SCANNING THE NETWORK

®.® Specify directories or network shares to scan and configure depth. Add (nested)
&0 group membership information to the database by selecting particular LDAP
m=== Organizational Units to scan.

Permission Analyzer has two key functionalities: network scanning and overview
creation. During the scanning process, all necessary information is stored in the
corresponding local database. A major advantage of this feature, firstly, is that the
network need not be overloaded with each overview that is run. Secondly, any overview
results are available within a matter of seconds. The database contains the Access
Control List of each folder (or file), group and user data from the LDAP, such as
usernames, and data on (nested) group relations. In addition, Permission Analyzer
supports a series of external databases, allowing data to be centralized and shared
between multiple workstations. Please see chapter on External Database.

Configuring LDAP connections

Permission Analyzer will automatically detect your domain and Active Directory
connection and will ask for a username and password to read information from the AD.
Open the application preferences to add more LDAP connections, such as various
domain controllers or a global catalog. Permission Analyzer supports multiple
authentication protocols, such as (bind) username and password, Digest-MD5, Cram-
MD5 or Kerberos. In addition, users can choose between plain, SSL/TLS or STARTTLS
security protocols.
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€3 LDAP connections

LDAP connection details

Connection name: Primary domain controller
Host name: domaincontroller.domain.com -
Host port: 636 -
Username DN (optional for GSSAPI / Kerberos):  admin@domain.com
Password (optional, asked when required): ssssssssss 3) Add and test your
LDAP connections!
—————————

Encryption:

SSUTLS -

T r
(3] [Zdne)

Connection name /| Host name | Host port Usemame Password Encryption Authentication
EEDPrimar_v domain .. domaincontroller.doma.. 636 admin@domain.com dckckicdk SSL/TLS Simple !
A

1) Configure your domain o

controllers aﬁfuor global 2} Configure a bind user and

catalogs. select an authentication type:

simple, SASL or Kerberos
J s [ @ Test connection] I ¥ Delete l

The default connection will use a bind user to read information from the Active
Directory. The application asks for a username and password during the scan, which
can be saved encrypted in the application preferences. See the chapter Data protection
for more details about securing the data and preferences.

D) LDAP Login

LDAP Login

Please enter your credentials for the bind user to LDAP

Domain controller: 'WIN-30DHB737IDC : 389

Username: | TESTDOMAIN\Administrator |

Password: | SEEEEEEEIEBEES |

[] Store the password in the preferences using strong AES encryption.

Cancel

| # Open connection details OK | |
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Adding directories and LDAP OU'’s

e Permission Analyzer_@\sultant etjiti_ Open Scan View via the menu and
| Application | Report Help determine which directories and LDAP
f Open Scan view Al = & Organizational Units (OU) need to be
+ Open Report view F3 L. ,
_ scanned by Permission Analyzer. LDAP OU'’s
#. Open preferences F4
" S are used to supplement user data from the
T Saved member selections ACL with a username and nested group
[Castom = information for the relevant member.

Directories can be limited by setting up a
depth limit for the number of subdirectories, file scanning and scanning of local groups
on the server of the directory. LDAP OU’s can also be configured with a depth limit as
well as selected scanning of users and/or groups. Permission Analyzer will at all times
ensure that a comprehensive overview of nested group data is available by assessing
the member and memberOf attributes of each user or group. As such, the scan may
expand beyond the selected OU.

Note: because a universal group can have members from domains other than the
domain where the group object is stored and can be used to provide access to
resources in any domain, only a global catalog server is guaranteed to have all
universal group memberships that are required for authentication. On the other hand,
the global catalog stores the membership (the member attribute) of only universal
groups. The membership of other groups can be ascertained at the domain level.
Therefore, if applicable, make sure you add both the domain controllers as your global
catalogue to ensure a complete overview of group memberships. Permission Analyzer
will make sure that no duplicate memberships are stored.

T Feaders tosean 1 LOAP OUs tosean
= L = W Add server | [ Powerhell outpun fie | EMIC hiilon eutput ile.
LOAP Cennestion: Global Catalog M=)
Directory path Bepth Include filer Eollow semb. lisks Scan local groups
5] M dataservert] [ es s s Litap cemtainer (base OU): |
A B Vidatanerverd®iProjects ] e e e .
ST ) e— o s s Yeu Sope Camtainer and web contsners ~
] Bl cack-eports pimershell-eportn [ es e Ho . § po
5 e\Decumants v s s ves ks CENR
o+ ad4 Updute
LOAP connection LDAP Bae container r— Object types
5 ED Global Catalog CNaDev, 0= Distrbution Groups, DC=gp,DCaglDC=...  Container and sub containers Users and groups.
B , I £c: = Cortainer snd sub container Users aeed greups
1 W Chear all data from the database beface scanning & Testinput sowce | & Change 3 Delete Test LDWP config Dielete
- A A A
1) Add particular network shares or local 2) Add specific LDAP containers to
directories to scan. Or scan all network shares scan. Determine the depth and the
by adding a server or let PowerShell do the objects to scan.
scanning and import the results from a txt file 3) You are now ready
—— to scan the network!
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Starting scan

Permission Analyzer will refresh the database with the current network statistics when
a scan is initiated. You will also be able to choose to refresh the databases or LDAP OUs
only. This will result in the application leaving user and group data unchanged in the
former and the directory data in the database unchanged in the latter. Only items that
are checked will be scanned by Permission Analyzer.

A scan may be initiated automatically by the application using the scan parameter. The
application will then commence a scan with the current configurations and
subsequently close. An LDAP or directory scan may be initiated using the -scanLDAP or
-scanDirectories parameters.

You will be able to review the results of the final scan in the status list or in the
Last_status_messages.csv file in the application directory.

Date / time Message |
U 21-feb-2015 9:05:59 Start scanning directories
U 21-feb-2015 9:06:13 Done scanning local groups on server dataserver01. Found 53 local groups.
U 21-feb-2015 9:06:13 Done scanning local groups on server development. Found 33 local groups.
U 21-feb-2015 9:06:13 Start scanning directory \\dataserver01\projects including all levels of subdirectories E
U 21-feb-2015 9:32:17 Done scanning directory \\dataserver01\projects. Scanned 73256 directories and 236334 files.
U 21-feb-2015 9:32:17 Start scanning directory \\development\applications including 1 levels of subdirectories
U 21-feb-2015 9:45:17 Done scanning directory \\development\applications. Scanned 39871 directories and 65391 files.
U 21-feb-2015 9:45:17 Scanned a total of 113127 directories and 301725 files. Tl
U 21-feb-2015 9:45:17 Done scanning directories
U 21-feb-2015 9:45:17 Start LDAP containers
U 21-feb-2015 9:45:17 Preparing LDAP scan
U 21-feb-2015 9:45:17 Start scanning users using connection [Global Catalog] and baseDN [CN=Dev,QU=Distribution Groups,DC=gp,DC=gl,DC=mydomain,DC=com]
U 21-feb-2015 9:48:32 Done scanning users using connection [Global Catalog] and baseDN [CN=Dev,0U=Distribution Groups,DC=gp,DC=gl,DC=mydomain,DC=com]. Found 133 users.
© 21-feb-2015 9:48:32 Start scannina aroups usina connection IGlobal Cataloal and baseDN [CN=Dev.OU=Distribution Grouns.DC=apn.DC=al.DC=mvdomain.DC=com] i
No scan in progress
View message details '-7-1\ Ready to start scanning... Stop scan | | & Scan

3.2 FILTERS AND OVERVIEWS

Create filters and include or exclude particular members, simple or special
|I|I permissions and folders or files. Save your filters as Selection or save and re-use
e them as report.

Following the network scan, the database may be used to carry out search queries.
Permission Analyzer offers an extensive set of filters for you to obtain specific
information. The search results are represented in the tree structure or table of
directories and files. An aggregated list of privileges is shown for each of the
directories or files, as the search result(s) may contain privileges of multiple users or
groups. You will be able to zoom in on the aggregated privileges using the Trace
options at the bottom of the result window. The filters are divided into three categories,
namely Members, Permissions and Folders. Each category can be found as a tab on the
left of the outline.
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Filtering for users and groups

>» ¥ A ¢ HE o & = & B The simplest filter displays the permission
privileges for a specific group or user
(hereafter to be referred to as member). The
filter takes into account the nested group
membership of the selected member.

‘Q Filter on members

[T Saved member selections:

Custom v!rgﬁi
It is possible to select a group from which all
members are included or excluded in the
duds grosp membenbi 0 overview. Simply add a specific group or LDAP
e OU in the All members from group or OU
Al%| | section. This will not filter for the group itself
+MYDOMAIN\jdoe [John Doe] but for all the members of that group. Nested
g group membership will automatically be
Select one BT T taken into account for each group member
exclude particular members. when determining permissions. This will allow
| you to monitor whether someone from a
specific group has too many permission

A Sembar o erote or OU: _I [ j (] _’EJ privileges in certain folders.

~ Member filter options

Include users/groups:

< <

Include or exclude members: “\]

-

In addition to including members in searches,
you are also able to exclude one or more

4 members from searches, e.g. by excluding
Include or exclude all members of everyone from the Domain Admins group.
a particular group or LDAP OU.
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Filtering for permission privileges

All permission privileges are automatically
shown for each search. However, a filter can be
created to include or exclude certain privileges
from a search. The filter overview distinguishes
between Windows simple permissions, special
permissions or permissions that allow or deny
something.

When filtering permission privileges you can
indicate whether a member should have all
privileges or at least one of those you have
selected. The former can be used to filter for
members with specific permissions (such as
FULL), while the latter can be used to display a
series of permissions.

If necessary, configure the filter to only display
explicit permissions.

Permission Analyzer User Manual

Ll # pemissions ELET

,Q Filter on permissions

[11 Saved permission selections:

1Custom

~ Permission filter options
@' B Inciude selected permissions

/4 Exclude selected permissions
9 7 Select ACE's having ANY of the selected permissions
" Select ACE’s having ALL of the selected permissions
_| "% Hide permissions that are inherited -
Select simple permissions: v N
o Full 2 v
5o Madify v v
70 Wrile v vl
% Read and execute v 4
™0 List folder content M| &
™ Read v 2
Select speélal permissions: - N
Read data\ v v,
+ Write data v i
« Append data v LA
T Read extendelf attributes v v
7 Write extended attributes v v
¥7 Execute v v
© Delete subfoldersiand files v v £
RSN ‘ \ | -

Select the ‘allow’ and/or
‘deny’ permissions that you want
to include or exclude.
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Filtering for directories and files

Search results can be scoped to exclude
certain directories or files. Adding a directo
Tip: save your filters as . . . g. . Yy
a selection will automatically include all subdirectories
and files. You will also be able to search for
the name of a file or directory using a

wildcard.
Filter on folders Tip: To retrieve a directory or file in the main
| 1 shved folder selections: window, use the Quick File Search box.

:Proj 2ct folders

Quick file search:

~ Folder filter options

Incliude folders/files: il
A set of filters can be saved as a Selection,

making a large number of frequently used
filters easily retrievable and usable. A
selection will bundle filters of the same type
(members, permissions or folders). The total
ﬁﬁammﬁm:me number of filters for an overview can be

: saved as a Report. Filters can be modified by
clicking Run and can be reset by clicking
Reset in the toolbar.

Include or exclude folders: ! ,A !}

[
i \\dataserverOl\projects

l Apply your filters and build the overview!

Overview of permissions

After applying the filters, all retrieved permissions will be shown in a tree structure,
grouped in directories and files. The toolbar also contains an option to have results
displayed in a table rather than a tree structure. Each item will contain a label with the
relevant permission and a number of columns showing which special permissions apply
e.g. permissions of various members, as each row is a sum of all retrieved permissions.
The background color of the permissions indicates whether a permission was granted
directly or if it was inherited from a folder above: white for implicit ‘allow’ permissions,
green for explicit ‘allow’ permissions, light red for implicit ‘deny’ permissions and dark
red for explicit ‘deny’ permissions.
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Tip: Each directory within the search results can be
exported to an HTML report or CSV file by opening
the context menu with the right mouse button.
Directories can also be opened directly with

Windows Explorer.

Permission Analyzer User Manual

"o Proposals

0 Estimates
> “g Finance
~ Hour plan
4 Tg HR . Openin Explorer Ctrl+O
- = Export Ctrl+E
© emplo

" Project office

There are four tabs at the bottom of the search result screen: one which allows you to
zoom in on a directory to review which permissions and members have been found
including their effective and inherited permissions, one that provides details on the
Access Control List of the directory selected, one that shows the provenance of
permissions for a particular member and another tab which allows you to retrieve all
users and groups from the overview including all their explicit permissions. For more
details see the Modifying permissions and Tracing permissions features.

Tip: drag tabs to a second screen or to another location within the application to view

both tabs simultaneously.

Path - 33 items found
v [y \\dataserver0T\data
Sy Archive
75:? Clients
_ﬁ Departments
B3y Employees
w [ Finance
v Wl 2015
v [ Projects
v [l Results
v [ Clients
~  MCE Hospital
v gy Trade Bank LC
LE? E-mail proposal.bd

@ Evaluation.doc

50608.docx

.docx

829.docx

X
ﬁ? Proposal.pdf
'-EE? results.zip
% Screenshot.png
v 2016
v [ Offerings
"~ T Solutions

Permission : v
Read and execute

Read and execute

Read and execute

Read and execute

Read and execute

MNone

MNone

MNone

MNone

MNone

Madify =2
Read and execute

Read and execute

£ rp B Ip 5

& &
% G
¥

The file tree displays an aggregated view of all the permissions that match the filter. It shows a label with the relevant permission and a number of celumns showing which special permissions apply
* e.g. permissions of various members, as each row is a sum of all retrieved permissions, Use the tabs at the bottom of the screen to view more details on the selected directory or file,

% (W

af) af

0 0 L B &

e

©
-

£
£
£

Read and execute

Read and execute

Browse through the directories and inspect the effec-

tive permissions based on your filter criteria. If you

P

Zoom in on your results and view

more details of the selected folder,

like members found, effective permissions
and the ACL on the file system.

allow.

Read and execute

have selected multiple members then this view shows
the sum of all permissions.

A green background indicates explicit permissions, a
dark red background means explicit deny, light rec
means inherited deny and

means inherited

Mone
MNone
Madify L | =

‘;& Effective permissions ¥ n 2 ACL on the file system n ﬁ Trace the origin of permissions n ~*7 All matching users and groups

o

~

search user or group ‘

Member

v TESTDOMAIN\PWaxman
‘,Q TESTDOMAIN\Domain Users [global group]
dg@ TESTDOMAIN\Consultants [global group]

> 7 TESTDOMAIN\RRounthwaite
> 7 TESTDOMAIN\SPurcell
> 7 TESTDOMAIN\SShridhat

a

Permission

Modify

Read and execute (n...
Madify

Modify

Modify

Modify

¥

&=
g

<l Kl
R RS

= W
5 W
iy

2

C
~

View all (nested) members found on the selected
file including all their inherited permissions.

= WL R

7

A chchchch i)

oL | oo

This tab displays all the members that are found on the selected file. For each member, the effective permissions are displayed and unfolding a member will display all the applicable explicit Access
“ Control Entries and (if applicable) members of a group. To view the inherited permissions fer a particular user or greup, you can put a member in the Trace tab using the context menu.

o@ 5 Inheritance flags From felder
This folder, subfold... \idataserverD1\data
This folder, subfold... MCE Hospital
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The folder tree should make it clear at a glance where the unwanted rights are and
what rights are granted explicitly. The tree shows all rights per directory, initially this
will mainly be FULL rights of the Administrators, but as more filters are applied, the tree
will show the purposeful rights. The icon for the directory indicates which access right it
involves. Press the green info icon in the toolbar to quickly get an overview of icons.

The icons to the right of the directories indicate which special rights apply to the
directory (a summation of all Access Control Entries on the directory that match the
filter criteria). The background color indicates whether these special rights are inherited
from a parent folder (white background), or directly assigned to the directory (green
background). A red background indicates a ‘Deny’ right.

Quick help

Permission indicators

Mo permissions ~ Read permission
~ List folder content permission Hﬁ- Read and Execute permission
~ ¢ Write permission " Modify permission
d users o S o frp
" & Delete permission do Full permission
Allik| | R Special permissions
" Read data permission *» Write data permission
+ Append data permission '{} Execute permissicn
Read attributes permission .+ Write attributes permission
" Read extended attributes permission 7 Write extended attributes permission
o Delete subfolders and files €3 Delete permission
p Read security info permission 0@ Change security info permission
5 Take ownership permission
Inherited Allow permissicn Explicit Allow permission
Inherited Deny permission Explicit Deny permission |
wl A ]9 Tip: use the tooltip text on the special permissions in the folder tree to see the name. E
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Displaying Ownership ratio

The application provides an option to calculate “ownership ratio” per directory. This
option is disabled by default, but can be activated in the Advanced tab of the
application settings:

Q Owverview settings

Calculate ownership ratic's in the folder tree/table and export reports

Calculate ownership ratic's in the effective permissions tab

The ownership ratio consists of two values:

Total ownership ratio: The number of users and groups that matches the filter
criteria and also has rights to the folder, relative to the total number of users
that has rights to the folder. In other words, to what extent is my filter selection
owner of a folder?

Group ownership ratio: The number of users and groups that matches the
filter criteria and also has rights to the folder, relative to the total number of
groups and users in the filter selection. In other words, which section of my filter
selection actually has rights to a folder?

The values can be used to gain insight into the owner of folders and files, to what
extent are the users and groups owner of the filtered data. The following calculation is

used:

All filtered members = All users that match the filter criteria (regardless of the
selected directory)

All folder members = All users that have rights to the folders (without using
filters)

Matching folder members = All users that match the filter criteria and have rights
to the selected folder

Total Ownership ratio = Matching folder members / All filtered members

Group Ownership ratio = Matching folder members / All folder members

The ownership ratio can become visible in three spots, in the folder tree, in the
HTML/CSV reports and in the Effective Permissions tab at the bottom of the folder tree.
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Example:

" Member e | 7 Permission ters | Foderfer = R 8 the permisions Teshe enda rumber of L carious members, 2 each row . sum of ol refrieved peissions.
‘u P Path - 1 items found Permission i W TTE0PA o Inberit parent ACL | Totsl ownershipratic.  Group ewnership raio
[J Saved member selections: ~ I Vdataserverdidata Resd snd execute i ! 2 Yes a1% 12
Sales membess CIEIE: % ’ ¥ sl 2
] * »
= Member fter options o * ) £
% 1 £
Include: -
& T Users B 3 Groups it 3 ul »
1 o Buitin growps: I 1 LD#P groups and users B} M u x| yJ
2 9 Group memberships % . * b
0 Products Ful T I 50PA Ves 01% 87
(SR o [A] [ [ % o G o Fal 2
% 14 2
. TESTOGMAINACH Char]
. TESTDGMAINLADin o
+ TESTDOMAINAShen [Alar n]
. TESTDOMAIN\CPoland [ Carole Poland]
. TESTDOMAIN Db
. TESTOOMAIN DO
L TESTDOMAI
L TESTDOMAI nbers]
#l =
*J Etectve permissons X | 2 ACLan the lesysiem | 3 ons |1 i !
L TESTDOMAIN,Gargas [G .
 TESTOGMAINGHR [global group] wser on grovg %
. TESTDOMAIN Ssles [globs] graup)
. TESTDOMAIN Ssles Support bl group] ool awnership faio: 13 metzhing members omthe file / 1055 total members an the e s 1% u ' inthe group fiters « 26.7%
Mamber % T T 60 P B G hetametg Frem felder
TESTDOMAB\AChos [Anthony Chor] b3 i 2
TESTOOMARN ADizon [ Andrew Dixon] & i 2
TESTODMARAShen [Alan Shen] o o 2
TESTOOMARCPl i = »
# l »
. * ol 2
TESTOOMARN EK eyses [z o = )

We see here that the Products folder has been selected, this folder has a Total
ownership ratio of 0.1% and a Group ownership ratio of 86.7%. These values can be
found in the folder tree and the Effective permissions tab. In the tab we see how the
values are calculated and by clicking on one of the values it's possible to see which
users/groups it involves.

We see that we have filtered on 15 members (users and groups). 13 of these members
actually have rights to the Products folder. In total 10,258 members have rights to the
folder, so that Total ownership ratio is very small, namely 13 / 10,258 * 100 = 0.1%.

If we look at how many users in our selection have rights to the folder then we come to
a group ownership ratio, namely 13 / 15 * 100 = 86,7%.

3.3 TRACING PERMISSIONS

Zoom in on your search results and trace the origin of permissions that have been
Q found. See if permissions are inherited from a (indirect) group membership or
= parent folder.

To review a directory for all found permissions, see the tabs at the bottom of the search
result screen. Each directory in the main search result screen represents the sum of all
permissions found. Should the filter criteria yield multiple members, then you may use
one of the tabs to view more details about particular members. The first tab with
Effective permissions displays members for whom permissions have been found on
the selected directory or file. Each member can be expanded to view the provenance of
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their effective permissions, e.g. through which (nested) group membership the
permissions were granted.

The second tab displays the Access Control List on the file system, this tab
corresponds with the Security tab on the file properties dialog in Windows Explorer.
Only the members that match the filter criteria are displayed, unless the option “Apply
filter on the list” is unchecked to view the entire Access Control List. Permissions can be
modified or the results can be copied to the clipboard using the toolbar buttons in the
tab:

ﬁ Effective permissions 2 ACL on the file system X n ﬁ Trace the origin of permissions. n =5 All matching users and groups | [ Apply filter on the list |~ 1 5 O
Access Control Entry Permission 7 4 =4 127 3 v I 2 0 d@ ‘@ 3 Inheritance flags— From folder
~ A2 TESTDOMAIN\Consuttants [global group] Modify L = a2 w0 F D3 o 2 This folder, subfo... (explicitly assigned)

" TESTDOMAIN\PWaxman [Peter Waxman]
" TESTDOMAIN\RRounthwaite [Robert Rounthwaite]
" TESTDOMAIN\SPurcell [Sean Purcell] I

" TESTDOMAINSShridhar [Shish Shridhar] rht&mmssfmnmxaﬁw e
—————
Quickly copy the ACL
to the clipboard

The Trace tab is used to pin a particular member and to view all applicable permissions
for the selected folder. The view subsequently displays all permissions that apply to
that specific member as well as the provenance of those permissions, e.g. through
which (nested) group membership or superior directory the permissions were granted.
This feature allows you to easily track the cause of undesirable permissions and resolve
such cases by modifying the

Member Permission 1 + ‘ifj’ 5
permissions. The context menu v TESTDOMAIN\PWaxman r— : - .
. A2 TESTDOMAIN\Domain Users [global grot 7 Pin member in the Trace view
of a member in one of the other 5 TESTDOMAINRRounthwaite " Show memberinfo
tabS haS the Optlon tO add the "~ TESTDOMAIN\SPurcell ‘} Add selected membersasincludefi.lter
" TESTDOMAIN\SShridhar "% Add selected members as exclude filter

member to the Trace tab.

Tip: Use the info button to get the group membership information of the member
selected:

‘-3 Effective permissions n [ ACL on the file system n )1? Trace the origin of permissions X n ~7 All matching users and groups L] % Hide inherited permissions %
This tab tab displays all permissions that apply to a specific member as well as the provenance of those permissions, e.g. through which (nested) group membership or superior directory the o
“ permissions were granted. Put a member in this tab using the context menu on the members in one of the other tabs.
Show permissions for member:  ©  TESTDOMAIN\PWaxman [Peter Waxman] | g
Path Permission : = '{_\f 3 7| B | &R o O p ‘,@ y Viagroup Inheritance flags
~ .ﬁ. “ydataserverD1\data Read and execute (explicit) - '{)f a m p TESTDOMAIMN\Domain Us... This folder, subfe...
~ [ Finance Nene
~ [l 2015 Neone
v [ Projects None
v T Results Nene
v [ Clients Nene
o MCEHospital  Modify (explicit) C = =2 W - e o 2 TESTDOMAIN\Consultant... This folder, subfo...

The final tab All matching users and groups can be used to extract all users and
groups from the overview. This is useful when the filter criteria yield multiple members
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and you want to have a overview of unique users and groups that have been found.
Each member can be expanded to view all the explicit permissions on every directory
for that member, including the ones granted through nested group memberships:

:ﬁ Effective permissions ] 2 ACL on the file system ] ;? Trace the origin of permissions ] =24 All matching users and groups X m

This tab is not scoped on the selected folder, it displays all the members that are found in the folder tree and that match the filter criteria. For each member it is possible to display ALL applicable o
* explicit Access Control Entries that match the filter criteria by unfolding the member,
search user or group ;.
Member File Permissicn A=Ak ﬂ:‘ T 7 [T |5
v 7 TESTDOMAIN\PWaxman
&2 TESTDOMAIN\Domain Users [global group] \\dataserver0T\data Read and execute i - ]
A7 TESTDOMAIN\Consultants [global group] \\dataserverl\data\Finance\2015\Projects\Results\Clie... Modify v = T - LT LG
g@ TESTDOMAIN\Consultants [global group] \\dataserver01\data\Finance\2015\Projects\Results\Clie.. Read and execute * 7 ]
> © TESTDOMAIN‘\RRounthwaite
> 7 TESTDOMAIN\SPurcell
5 7 TESTDOMAIM\SShridhar Quickly copy all the members to
Use this tab to view all the members that have the cliphoard ol IEE
< | been found in the averview. Each member can &
be exf to view all its explicit ACE's
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3.4 REPORTS AND EXPORT

w  Saveyour filters as report and export them to HTML or CSV and e-mail. Use
E different report types, such as permissions tracing and group memberships,
s effective permissions or plain Access Control List information of your directories.

Current sets of filters can be saved as a new report using the menu [Report] > [Create
new report]. Reports can be exported to HTML or CSV files or can be reloaded within
the program to change the filters or review results. The HTML format includes search,
paging and sorting options.

fa Create a new report m} x

g

ﬂ Create a new report

If you have selected a filter selection as a filter, then that selection will show up as an option when creating the report. Using the selection will create a reference to the filter
. selection within the report and any modifications to the filter selection will result in all reperts automatically applying the modified selection. Unchecking the option in the [}
report will result in the repert saving a copy of the filters and not change accerding to the filter selection.

Report name: Permissions in project and data folder

This report contains the permissions of Product Designers, Intranet devs and Admins, Sales and all the Freelancers in the folders

Report description: projects and data on dataserverD1.

Report type: |p Folders/files and their Access Control List v |
Expand groups: (O Do not expand (®) Expand direct memberships (O Expand nested memberships

File type: | HTML ~ | []Use simple presentation l:l

Target file path: | c:\permission reportsireport1.htmi| |
Custom template path: | | l:l

E-mail recipient: | admin@mycompany.com |

Link to filter sets: Mo filter sets have been selected

Filters for this report:

‘,’ Include (nested) group membership

“1 Include member TESTDOMAIN\Product designers [global group]

“1 Include member TESTDOMAIN\Sales [global group]

“1 Include member TESTDOMAIN\Intranet Admins [global group]

“1 Include all members from the group TESTDOMAIN\Freelancers [global group]
“1 Include member TESTDOMAIN\Intranet Developers [global group]

“1 Include member TESTDOMAIN\Freelancers [global group]

. Include folder V\dataserverD 1\ projects

., Include folder \\dataserverD1\data

Create | | Cancel
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Report types

Permission Analyzer supports twelve report types, each of which displays search results
differently:

e Folders/files and the sum of their permissions

e Folders/files and all users with their effective permissions

e Folders/files and their Access Control List, like Windows Explorer

e Folders/files and the ACL with expanded groups showing direct members and
their effective permissions

e Folders/files and the ACL with expanded groups showing nested members and
their effective permissions

e Users and groups and all their explicit permissions. This report is laid down per
user/group instead of directory/file. For each user or group the directories and
explicit rights are displayed, including permissions from nested group
memberships.

e Groups that match the filter criteria and their direct members

e Groups that match the filter criteria and their nested members

e Groups that have permissions in the folder tree and their direct members

e Groups that have permissions in the folder tree and their nested members

e Users that match the filter criteria and their direct group memberships

e Users that match the filter criteria and their nested group memberships

Some reports show a relatively extensive amount of information per user and group.
That's why we recommend making your filters as specific and targeted as possible, to
exclude any unnecessary information. This prevents reports from being crowded with
irrelevant information.

Tip: put a placeholder in the Target file path to include the current date in the path
c:\permission reports\[date:yyyy-MM-dd]_report.html. This will preserve old report
files. See Java date formats.

E-mail

A report can be configured with an e-mail address, allowing it to be sent to that address
at every export opportunity. An SMTP server, however, must be configured to
accommodate the address and can be set up in the application settings. The option will
also allow you to indicate whether you want the report to be included as an
attachment and to include a message in the e-mail. The e-mail template may contain
the following fields: [report name], [report path], [report description] and
[report threshold].

Report templates
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You will also be able to use modified templates to generate the report. Permission
Analyzer comes with a number of default templates for HTML and CSV, which can be
modified according to your specifications. The templates are located in <application
dir>\plugins\Permission_Analyzer_2.xxxx.jar - the file can be opened with any ZIP
application. Here are examples of the default HTML template for files and the sum of
permissions or the CSV template for files and their ACL's.

Filter selections

If you have selected a filter selection as a filter, then that selection will show up as an
option when generating the report. Using the selection will create a reference to the
filter selection within the report and any modifications to the filter selection will result
in all reports automatically applying the modified selection. Unchecking the option in
the report will result in the report saving a copy of the filters and not change according
to the filter selection.

Running reports automatically

Use Permission Analyzer to run reports automatically using the following parameters:

" u

e -report “myReport” “myReport2”: run one or more reports by name.
o -allReports: run all reports.

Permission Analyzer will close automatically after all reports have been exported. See
Scheduling jobs feature for more command-line options.
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FOLDERS/FILES AND THE SUM OF THEIR PERMISSIONS

This report type shows a sum of all permissions found per directory or file and takes
into account the priorities used by Windows (privileges that deny something will, for
example, have a higher priority than privileges that grant access).

PERMISSION ANALYZER - EFFECTIVE PERMISSIONS REPORT Report date: 12 september 2017 20:35

Directories and files found: 8

The issions reports di of al permissi arfile. fai Bt only e sum of is displayed.
Filters applied: Column visibility:
2 Include (nested) group membarship Erue pam
“% Include mamber TESTOOMANRudy Owen [Rudy Owen] EAMember count
= EAPermission taxt
T4 Inciune folger WIMasENVENOIprOjECts A special permission
[ owner
A inharitact

Show[50 | entries Search [

jid
R H g i
. 1E3Ei iis
. i I EEG: S ELi
3 & & ¥ 7 g §
53 IR E 2y
IRREREREREREE
-]
File * Member count Cumer Inherit ACL of parent folder Permission LR S L T B0 LAG
B vasmmemert oo wpsRcaons o TESTOOMANUGIason - Fead mddsscts o 3] rJ
Ly— R TESTOOMANIGIayon - Modity s W T TPTT 08
. Wataserverd trojectsiAppicatons Plansing T TESTOOMANUGafen . e s v TTTT 0P
@ TESTOOMANUCIan s Reag ang exscute s ul 2
BB udataserver01igrojectsppicatonsiSoutce o TESTOOMANUCIaon es oy AW T RTT 0L
8 dataserverd igrojects ppicationsiTechnical designs o TESTOOMANUCIayon es oty i ¥ iTT 0p
FQ vesataserverd figrojects wpplcations Testing (681 TESTOOMAINUCIa N res Moty SN T POF o p
T ———— @ TESTOOMAUCIaon es Fun s T FTTBOLAR
4 Wstaserverd grojsctsusify 3ssurance o TESTOOMANUGCIayon yes Read and execute W o] »

Showing 1 109 of @ entries Previous E Hext
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FOLDERS/FILES AND THEIR ACCESS CONTROL LIST

Instead of adding up all the rights, Access Control Entries are displayed separately per
directory or file in this report. It provides an overview of the Access Control List (ACL)
per directory or file and contains all Access Control Entries (ACE) that match the search
criteria. Each ACE has a set of permissions and a member and match the data in the
Windows Security tab on the file properties. Only the directories and files that match

the search criteria will be included in the report.

PERMISSION ANALYZER - ACL REPORT

The ACL report displs

ntrol Lists system. Only me

Filters applied:

2 Inciude (nested) group membership
+

% Hide parmissions that are inherited from a parent folder
3 Include folder hdataserver01iprojects

Report date: 12 september 2017 20:35
Directories and files found: 9

the selected fiter critena are displayed in the report.

Column visibility:

EdFie pam
Fuembers
Epermission text
Espeaat permission
E9ack nags
Olinhented from tolder

Show[s0 v|entries Search
i
g
i8d i
SIS
83868383 11t
1feiifiziilaz
Member Permission R L TLT. 8. 0. 2 B 8. acnegs
Ty Watasener0tiprojectswpplications 4 (1 member) (TESTDOMAINUCIafton) (nhert ACL: yes) a
3 TESTDOMANYniranet Developers [globai group] Read and exscute (exphcit) 4] il £ This foldec subfolders and fies
£ (1 memoen (TESTDOMAINUCIayton) ihent ACL yes) a
3 TESTDOMANIntranet Developers fglobal group] Moaty (explicit) > " 2l 2 DS This foldec sublolders and Sles
79 dataserverd Tiprojects\AppiicatonsiPlanning (1 member) (TESTOOMAINUCIayton) (inherit ACL: yes) (6]
TESTOOMANRudy Owen [Rudy Owen] Moty (explicit : w ' e 0 F This folger, subfolders and ties
Y n (1 memben) (TESTDOMANUCIayton) (nherit ACL: yes) a
TESTOOMAINRUGy Owen [Rudy Owen] Read and exscute (exphct) * I 2 This folder, subfolders and Sles
79 WatasenverdTiprojectsiApplicaansiSource (1 memben) (TESTDOMAINUCIayton) (Inhent ACL: yes) la]
3 TESTDOMAMNUniranet Developers [global group] Modty (esplicit) s W rn g o2 This foldes. sublolders and Sles
"o (1 memben) (TESTOOMAINUCIayton) (nhent ACL: yes) 6]
3 TESTOOMAMIntranet Developers [globat group] Modty (explicit + % iy 32 o2 This foldec subfolders and tles
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FOLDERS/FILES AND THE ACL WITH EXPANDED GROUPS SHOWING DIRECT
MEMBERS AND THEIR EFFECTIVE PERMISSIONS

Same as previous report type, but the report groups in the report popped up so that
the direct group members are visible. A similar report type is available to display the

nested group members.

PERMISSION ANALYZER - ACL REPORT

Report date: 12 september 2017 20:36

Directories and files found: 9

29 april 2021

The ACL Control Lists Only e ACE s n
Filters applied: Column visibility:
2 (%]
% Include (nested) group membership Fie pain
4 Include member TESTDOMANRudy Owen [Rudy Owen] Edmembers
= Hide permissions that are Inharited from a parent foldsr Epermission text
T3 Include foldet Ndataserverd projects. [ special permission
Edace fags
Clinnerited trom foider
Edvia group
show[so__]entries Search
g g H
i ]
é L]
£ 23 g H
s
i . i g i3 §¢
,Ezgi-:--xgg
2 g% 2 £
PEiiEifiiici
Group member Pormissson ‘&t Z TR0 L AR aemn Via group
Ty Wdatasenver0Tiprojects) (@ members) (TESTDOMANUCIaYon) Gnherit ACL: yes) 0
Read and execute (erplict) % Iy » This folde, subtolders and fies
Read and execute 1+ rE} 2 TESTDOMAINVrtranet Developers
Read and execute w T » TESTDOMAINVrtranet Developers
4 ) 2
w r 2
o w 3 2
TESTDOMAINRene Wallace & T y
TESTOOMAINRudy Owenn P m 2
TESTDOMAINISteff Schuitz 144 = » TESTDOMAINVtranet Developers
™ (@ members) (TESTDOMAINUCIayton) (Inherit ACL: yes) 6]
3 TESTOOMAINUntranet Developers [global group] Moty (explict) PN 7 0»r “This folde subfolders and fles
Hoaty - 7 TV ep TESTOOMAINVrrane! Developers
woary P AW 7 02 TESTDOMAINVnanet Developers
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USERS AND GROUPS AND ALL THEIR EXPLICIT PERMISSIONS

This report is laid down per user/group instead of directory/file. For each user or group
the directories and explicit rights are displayed. It displays all explicit permissions,
including permissions from nested group memberships. The column Via ACL member
shows the origin of permissions per group or user, indicating through which (nested)
group a user or group has inherited those permissions. Only users and groups that
appear in the search results will be included in the report. This report shows a relatively
extensive amount of information per user and group. That's why we recommend
making your filters as specific and targeted as possible, to exclude any unnecessary
information. This prevents reports from being crowded with irrelevant information.

PERMISSION ANALYZER - EXPLICIT PERMISSIONS BY MEMBERS REFORT

Filters applied:

rdared by uzer or group.

layed in the report

. groups

Report date: 16 september 2017 14:14

Members found: 4

Column visibility:

4 Include (nested) aroup membership Fluembers
“% Indlude all members from e group TESTOOMAINIConsultants [global group] EdFie pamn
= only include folders Epemission text
% Includa folder Wdataserverdtidat Elspedal permission
Clace ags
Eowner
Clinher Act
show[sn ] entries Search
R
I s &
: £z 3 & IR
s = 3 g E 3 H £ E i
T E ; ¢ B f E ;@ . % 3 f
P i i s iiiild
H i H H &
Member and fes Via ACL member Pemission RN i 780 P A omer
TESTOOMAMPWaman [Peter waiman] »  (JACEs)
B udstaserverdicata () TESTOOMANDomain (eapiicity o ] 2 TESTDOMAMUGIayton
F6 datasenver0iidats\Finance 2015 rojects Results\Cliems MCE Hospitsl ) TESTDOMAINConsultanis [global groug] Moty (explicit) = W o & [l TESTOOMAMUCIaton
= e <2015 e () TESTDOMANConsultants [global groug] Read and execule (exphcit) o £ 2 TESTDOMANUCIaan
TESTDOMAINRRouRihwadte [Robert Rounthwaite] (3ACES)
¥ ndataserverdtidata 0 TEsTD ull (axphict) o s Fal TESTDOMAINUCKon
B9 ndstasenverdTidalaFinance' 20 15Projedts Resulls\ClientsCE Hospital ) TESTDOMAINConsuitants [giobal grous) Moty (sxplicit) - W i e 2 TESTOOMANUCIzson
= 1510 © () TESTOOMAMConsuRants (iodal grovs) Read ana exscute (expac) & n 2 TESTOOMARUCI N
TESTDOMAINSPUrceN [Sean Purces] (5ACEs)
I} ndataserverdiidata [0} TESTDOMANDomain Users [glabal graup] Read and execule (exphcit) o [ £ TESTDOMANUCIaan
T8 ndataserver0TidataFinance\2015Projects\Resulls\ClientsMCE Hespital [0 TESTDOMAIN(Consultants (glebal groug) Moy (explicit) : W e e 2 TESTDOMAINUCIaton
= 1510 e ) TESTDOMANIConsultants [global groug] Read and exscule (axpicit) 3 ! £ TESTDOMANUCIa N
B§ vdetaserverdTidalaiFinance\201840fferings\T Salutions 171_TESTD: N ] rnt e 2 TESTDOMAMUCIZon
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GROUPS AND MEMBERS

This report is separate from the rights and shows exclusively the groups found as well
as their group members. A similar report type is available to display the nested group
members. A separate report type will only display the groups that actually have
permissions in the (filtered) folder tree.

PERMISSION ANALYZER - GROUP REPORT Report date: 12 september 2017 20:37

Groups found: 10081

This group report displars all groups woups bers iat malch he repart
Filters applied: Column visibility:
2 5]
? inciuae nestec) group memzership Groups
k! that are Emembecs
Eduember gescription
ElGroup description
Elvia group

Show[50 ] entries Search.

Mamber Membar description Via group

3 TESTOOMAINWdminiskators 4 (7 members) (ASminisirators have complete 3nd unrestricied acoess 1o Computerdomain (domain Builkin group])
7 TESTDOMANwWdmnistrator
TESTDOMAINaMINISTEtor

T TESTDOMAINWdmini

3 TESTDOMAND:

Demain Agmins

Enterprise Admins

Designated administrators of the domain [global grou
3 TESTOOMANE! Adming Designated ofthe enterprise |
TESTDOMAINestagmin

Test Admin

TESTDOMAINestacmin Test Admin Domain Admins
i TESTOOMAINConsultants (4 membars) (Extsmal consultants [global aroug])
TESTOOMAINEWaxman Peter Wasman

° TESTDOMAINRRountwaite Raben Rountwaite

© TESTDOMAINSPurcel Sean Purcell

7 TESTDOMAINSShrighar Shish Shridhar
i TESTDOMAINDatabase admins 19 members) (lglobal group])

3 TESTOOMAINUAIranet Developers Developers of g Intranet website [global group]

T TESTDOMAINUassie Robartson Jessie Rooenzon

intranst Developers
TESTDOMAINLOgaN James \lcanel Developers
TESTDOMAINWarley Hunt
TESTDOMAINQuinn Perry

TESTOOMAINResd Mitchell

ntean;
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Managing reports

A list of all reports can be requesting via the menu: [Report] > [Manage Reports]. You
will subsequently be able to review and modify all reports, run them manually or import
them into the application.

fon Reports [m| *

Current sets of filters can be saved as a new report. Reports can be exported to HTML or C5V files or can be reloaded within the program to change the filters or review results,
. There are four report types, each of which displays search results differently. Use Permission Analyzer to run reports automatically using the command parameter -allReports or €
-report "<report name=",

Available reports:

Name Result count  Report type File type Last run

[ Permissions in the Project folder of all consultants 0 Folders/files and matching group members HTML with interactive table okt 28 2016 10:3%
iw Product designers ACL's 38 Folders/files and their Access Control List HTML okt 09 2016 13:50
i g
i em user report 2 Users/groups and all their explicit permission: i oo B

mw B e - Edit report details

Load report into application
Cuickly view report results

Open report file

Run report

Open destination folder in Explorer
Delete report

x B8l OF |

S Rnstgon

Quick export

:ﬂ E}"ﬂmates' Folders can be easily
> "0 Finance exported using the filters
« Hour plans ;
4 T8 HR . Openin Explorer Ctrl+O selected and will not
“‘_ . Export Ctrl+E require generation of a
© employ report. Simpl th
BB proioc oft port. Simply open the
 Froject ofiice context menu of a folder

© Proposals using the right mouse

button and select Export. This option will also allow you to select the report type, file
type and whether you wish to send an e-mail.
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3.5 DEFINING POLICIES

Q Save your filters as policies and receive e-mail notifications if your policy report
contains unwanted permissions.

A policy is a collection of filters that display unwanted permissions. This collection can
be saved as a policy where an e-mail notification is sent if the report contains more
than a certain number of directories and files. That number can be configured via the
Policy alert threshold value in the policy details. Here's the difference between a policy
report and a standard report: a policy report defines a combination of filters that
should not yield any results. If any results are found, however, an e-mail notification is
sent out. Running a policy report automatically from time to time will allow you to check
for any unwanted permissions within the network. Also see the Scheduling Jobs and
Reports and Export features.

A SMTP server should be configured to facilitate any e-mail notifications. Go to settings
to configure the server. You will also be able to indicate whether you want the report to
be included as an attachment and to include a message in the e-mail. The e-mail
template may contain the following fields: [report name], [report path],

[report description] and [report threshold].

Example

If, in your access control design you determined that all freelancers within your
network should be unable to modify project information and you would like to verify
that policy with current permissions within the network. All freelancers are located in a
communal group; project information is kept in the projects folder on a data server.
First you will have to define the filters that make up the policy:

e Select Freelancers from the Members tab and add this group to the bottom
selection list (see screenshot). This will not filter for the group itself but for all
the members of that group. Nested group membership will automatically be
taken into account for each group member when determining permissions.

e Inthe Permissions tab select the Exclude option and select all reading privileges.
These, after all, are privileges that Freelancers have been granted and as such
should be excluded from the policy report.

e Inthe Folders tab select the \\datasever01\projects folder. Your search results
will then be scoped to that specific folder.
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o *Members | £2

Permission Analyzer User Manual

p S ¢ HE Bl =&

A2 *Permissions

a
G Filter on members

I Saved member selections:

[Custo m

P Filter on permissions

[T Saved permission selections:

[Custo m

Filter on folders

[Z] Saved folder selections:

lCustom

|« Member filter options
Include users/groups: [
Include group membership: 3,

Include or exclude members:

.55

(] [4] (]

All members from group or OU:

EERHD

“1 MYDOMAIN\Freelancers [global group]

|- Permission filter options
&7 & Include selected permissions
@ /2 clude selected permissions

(@) 17 Select ACE's having ANY of the selected permissions
(C) [ Select ACE's having ALL of the selected permissions

[C] %5 Hide permissions that are inherited

Select simple permissions:

O«

S Full

% Modify

5 Write

"% Read and execute
© List folder content
" Read

EEEEO

Select special permissions:
' Read data
# Write data
+ Append data
= Read extended attributes
7 Write extended attributes
ﬂ? Execute
o Delete subfolders and files
= Read attributes
= Write attributes
@ Delete
& Read permissions

& Change permissions

OO0O0OOOO0DO0OO00O00ee OOOOOO®@

e e e e e i Y

& Take ownership

'~ Folder filter options

EE

Include folders/files:

Include or exclude folders:

®aE

Ti\\dataserverO1\projects

Review your search results by applying the filters using the Apply filters button. If
necessary, add new filters, e.g. an Exclude filter for one or more users. Ideally, the
result field will remain empty, meaning that no unwanted permissions have been found
and that your policy has been implemented completely. Should you have any search
result items that appear as exceptions, then simply raise the threshold value for e-mail
notification in the report. The threshold value determines the number of files or folders
notifications that are sent and can be configured in the Policy alert threshold field. For a
policy you will only want a notification if a minimum number of files is found, so you
would set the value at 1 or more. Once your search results are satisfactory, save your
filters as a new policy:
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“| Create a new policy

i
ﬁ Create a new policy

accerding to the filter selection.

Policy name:

Report description:
Report type:

File type:

Target file path:

Custom template path:

E-mail recipient:
Policy alert threshold (file/folder count):

Link to filter sets:

Filters for this report:

If you have selected a filter selection as a filter, then that selection will show up as an option when creating the report. Using the selection will
create a reference to the filter selection within the report and any medifications to the filter selection will result in all reports automatically
“ applying the modified selection. Unchecking the eption in the report will result in the report saving a copy of the filkers and not change

(x]

Permissiens of freelancers in the Projects folder

scoped to the Projects folder.

All permissions excluding Read and Exceute permissions for everyone in the group Freelancers,

| Users/groups and all their explicit permissions

v

|HTML with interactive table

v

| c:\permission reports\Permissions Freelancers in Projects folder,html

[

| [¥] )

| administrator@mydormain.com

Mo filter sets have been selected

-‘? Include (nested) group membership

A2 Read (allow)

p List folder content (allow)

Q Read and execute (allow)

'+ Include folder \\dataserverD1\projects

“§ Include all members from the group TESTDOMAIN\Freelancers [global group]
Q Exclude ACE's that have any of the following permissions:

Create | | Cancel

The way a policy report is shown depends on the report type you selected - see Reports
and Export feature. If you selected the report type Folders/files and matching group
members, it may look like the figure below. The report below shows that John Doe has
Modify privileges in the “project\Change requests” through the “Project Office” group.
It also shows Jane Murphy has full privileges within the “projects\Development” folder,
as she is part of the “Testers” group. These results show you who has acquired more
permissions than is desirable and where additional permissions have been granted.
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Directories and files found: 10 PERMISSION ANALYZER - TRACE REPORT
The Trace report displays permission information for al members that match the selected fiter criteria. For each member the report will show all appiicable Access Control Entries and where they come from, meaning via what group membership.
Al permissions excluding Read permissions for everyone in the group Freelancers scoped to the projects folder.
Filters applied: Column visibility:
9 Include (nested) group membership ¥ File path
“% Include all members from the group MYDOMAINFreelancers [global group] | Members
J3 Exclude ACE's that have any of the following permissions W] permission text
o Read and execute (allow) ] Special permission
o List folder content (allow) VI ACE flags
" © Read (allow) ¥1Via group
* Include folder \\dataserver01\projects
Show 200 ~ entries Search:
»
o o
g e E
$ 53
£ 28
v e g g E -3
s v 3 2
£ 23232 z
§ §gEEs :
§ 8.8 ¢£3 §
s s P ERS ST H
T £ 32 2%%F 2% o2 2
¢ £ &8¢ e s =
Member Permission v B W ? @] @ 8 Vagroup ACE flags
0 \\dataserver01iprojects\Change requests
MYDOMAINYdoe [John Doe] Modify (explicit) v B TR oL MYDOMAINProject Office [global group] This folder, subfolders and files
7@ \dataserver0t\projects\Development
MYDOMAINymurphy [Jane Murphy] Full (explicit) y &% 7T 7 HBOLAG MYDOMAINTesters [domain local group] This folder, subfolders and files
"o
7 MYDOMAINymurphy [Jane Murphy) Full (inherited) y B % T 7 0L AR MYDOMAIN\Testers [domain local group] This folder, subfolders and files
# exe
MYDOMAINgmurphy [Jane Murphy] Full (inherited) ' BT P T 7T 0L A MYDOMAINITesters [domain local group] Ths file only
Yo
MYDOMAINymurphy [Jane Murphy] Full (inherited) L B YW T 7T 5O LA MYDOMAIN Testers [domain local group] This folder, subfolders and files
& sys
MYDOMAINymurphy Jane Murphy] Full (inherited) P B R T 7 DO LA MYDOMAINTesters [domain local group] This file only
7@ \dataserver01\projects\Finance
MYDOMAINdoe [John Doe] Special (explicit) . w [x} (direct) This folder, subfolders and files
"9 \dataserver0tiprojects\HR
MYDOMAINjdoe [John Doe] Full (inherited) y 8 % FT 7 DO LA MYDOMAINHR Admins [global group] This folder, subfolders and files
79 \dataserver0t\projects\HR\employees
MYDOMAINydoe [John Doe] Change permissions (explicit) 2 (direct) This folder and subfolders
MYDOMAINydoe [John Doe] Full(inherited) r B R FT T 20 2 B8 5 MYDOMANHR Admins global group] This folder, subfolders and files
7@ \dataserver01\projects\Proposals
MYDOMAINdoe [John Doe] Modify (explicit) RN 2% op (direct) This folder, subfolders and files
Showing 1 to 11 of 11 entries Previous m Next
Permission Analyzer offers a ] Creste policy x

wizard to help you creating the
first policies. It offers a predefined
set of policies and guides you
through the necessary filters. You
can find this wizard in the menu
[Policies] > [Open the policy
wizard]:

Policy type

This wizard guides you thraugh a number of predefined policies, Remember you can save any set of filters as a new policy,
but this wizard will limit the number of filters based cn the selected policy to help you understand the possibilities,

Policy name:

Explicit user permissions for the group Intranet Developers

Policy description:

This policies checks all explicit user permissions of all members fram the group Intranet Developers.

Policy type:
O |+ | Only the members of particular groups are allowed to have permissions in the given folder(s) l:l

® A

© [ Only particular users or groups are allowed to have explicit permissions in the given folder(s) l:|

rem particular groups are not allowed to have permissions in the given folder(s) l:|

mb;

O | Particular users or groups are not allowed te have explicit permissions in the given folder(s) l:l

O * | Explicit user permissions are not allowed in the given folder(s) l:l

< Previous Next » Finish
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Running policies automatically

Use Permission Analyzer to run policies automatically using the following parameters:

" u

e -policy “myPolicy” “myPolicy2”: run a specific policy by name.
o -allPolicies: run all policies.

Permission Analyzer will close automatically after all policies have been run. See
Scheduling jobs feature for more command-line options.

3.6 SCHEDULING JOBS

Use command-line parameters to run a network scan or report export
automatically. Let Permission Analyzer check all your policies and send out e-mail
=== notifications by running the application with parameters and Windows Scheduler.

Permission Analyzer is able to run network scans and export reports automatically.
Simply use Windows Scheduled Tasks and a combination of application parameters:

PARAMETER FUNCTION

Automatically initiate a network scan with the current
configuration, after which the application closes down. Only
-scan checked directories and LDAP OUs will be scanned. Review
results of an automatic scan in the status list in Scan View or via
the Last_status_messages.csv file in the application directory.

Only scans (checked) directories and files and does not change
LDAP data in the database. Review results of an automatic scan
in the status list in Scan View or via the Last_status_messages.csv
file in the application folder.

-scanDirectories

Automatically initiates a scan of all selected LDAP OUs. Directory

-scanLda
P data in the database remains unchanged.

If the application is secured with a password, than this
-password parameter, combined with a scan or report parameter, can be
used to initiate the application.

Exports a specific report (by name) and can include sending out
-report an e-mail notification. Multiple reports can be exported by
inputting the parameter several times: -report “All permissions
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for John Doe” -report “All explicit permissions in the projects
folder”.

Exports all reports and sends out all required e-mails if that
-allReports option has been enabled for a report. Export files are
automatically overwritten.

Runs a specific policy (by name) and can include sending out an
-policy e-mail notification. Multiple policies can be exported by
inputting the parameter several times.

-allPolicies Runs all policies.

Overrules the default workspace folder that holds all the
application preferences. You can create different configurations
(domain settings, credentials, OU'’s and folders to scan,
database path) by specifying another workspace location. For
example:

-data

Permission Analyzer.exe -data “c:\workspaces\customerA”

The following two parameters are only applicable when you use the -scan parameter to
execute an automated scan. A scan will normally only scan the directories and LDAP
containers that have been checked in the Scan View. The following two parameters can
be used to overrule the checkboxes:

PARAMETER FUNCTION

Scans all LDAP containers in combination with
-forceScanAllLdapContainers the -scan parameter, even if they are
unchecked.

Scans all directories in combination with the

-forceScanAllDirectoryContainers ,
-scan parameter, even if they are unchecked
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3.7 MODIFYING PERMISSIONS

@\ Change the permissions of a directory directly from within the application.
Changes are directly applied to the file system and the database is updated with
the changes made.

At the bottom of the search result screen is a tab that allows you to review and modify
the Access Control List (ACL) of the selected directory or file. The ACL tab corresponds
to the Security tab in Windows' file properties. Permission Analyzer in some cases will
show more items in the ACL, as Windows does not show generic permissions. You will
be able to only show Access Control Entries (ACE) that meet the filter criteria by ticking
the checkbox “Apply filter on ACL list”. In addition the ACL tab toolbar contains a button
to directly modify the selected ACE on the file system. Permission Analyzer uses the
same Windows mechanisms as the Security tab. When modifying permission through
Permission Analyzer, however, information in the database is updated immediately.

IB Effective permissions || = @ ACL on the file system X n ﬁ Trace the origin of permissions ﬂ ~~1 Allmatching users and groups | M_\T-m s ] H
Access Control Entry Permission T @ T L 2 T T 20 £ 2 F Inheitanceflags

> &2 TESTDOMAIN\Domain Users [global group] Read and execute ] | E i Pl This folder, subfolders and f
v /P TESTDOMAIN\Product designers [global group] Full S 2B T P T T 50 2 B & Thistolder subfolders andf

" TESTDOMAIN\SPurcell [Sean Purcell]
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ﬁ Modify Access Control Entry u

ﬁ Modify Access Control Entry

File / folder: c\projects\development\applications
Accountname:  MYDOMAIN\Testers

ACE flags: |§Thi5 folder, subfolders and files [Rd

ACE type: @ " Allow ) Q Deny

Simple permissions:

[C] T Ful ] " Modity

] = Write % Read and execute

I List folder content " Read

] & special

Special permissions:

" Read data [C] =% Write data

] 4 Append data 7 Read extended attributes

[T] =7 write extended attributes ¥y Execute
[[] & Delete subfolders and files . Read attributes

[T .+ Write attributes [[] © Delete
&7 Read permissions [[] /& Change permissions
] & Take ownership
: Generic permissions: I
[C] £ Generic ALL [] £ Generic WRITE
[C] 4 Generic EXECUTE [T] £ Generic READ

[C] % Only apply this ACE to this folder and direct subfolders and files.

Update ] I Cancel

e ——— ra————— e =

3.8 DATA PROTECTION

a Permission Analyzer can be secured with an application password. The password
is required to open up the application and may be used to encrypt the local
database using strong AES encryption.

All Permission Analyzer settings (such as LDAP connections) are automatically saved
using an encryption with a built-in hidden* key. Users, however, can opt to protect their
settings and access to the application with their own passwords. The application will
subsequently only be accessible after start up once the correct password is entered.
Passwords themselves are not saved; only a ‘one-way’ hash code of the password is
stored. Permission Analyzer uses an advanced hash algorithm
(PBKDF2WithHmacSHA1), making it impossible to crack or retrieve passwords.

Alternatively, you can also choose to encrypt the local database completely with both
your own password as well as an AES encryption. This will however result in database
interaction becoming 2.5 times slower.
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Please keep in mind that if you encrypt the application with a password, you will have to
enter the password when running automatic scans or have reports exported via
Windows Scheduled Tasks. Use the application parameter -password mypassword.

* Permission Analyzer’s application code is encrypted and it is very difficult, but not
impossible, to retrieve textual values, such as a built-in password.

3.9 EXTERNAL DATABASE

Permission Analyzer is supplied with an embedded database to store directory and

group membership information. It supports a central company database, so that

workstations can use the same information source or so you can create your own
queries and integration.

Although Permission Analyzer is supplied with a local database (H2), which is simply a
file in the application directory, you can choose to use a central database to share, say,
scanned information, between installations of Permission Analyzer or to run your own
queries on the database. Permission Analyzer supports Oracle, DB2, MS SQL, MySQL,
PostgreSQL, Derby and H2. Please note that this feature is only supported by the
Advanced and Enterprise editions.

First download the Driver Pack and overwrite the External_DB_Drivers_1.0.0.jar file in
the plugins directory of Permission Analyzer. Then restart the application using the
-clean parameter. Run one of the following SQL scripts on your central database to
create the tables for Permission Analyzer:

e Oracle create script

e DB2 create script

e MSSQL create script

e MySQL create script

e PostgreSQL create script
e Derby create script

e H2 create script

Once the database has been created, open Settings. In the Database tab you will then
be able to select an external database and enter the connection details.

The batch size in the advanced database settings indicates the number of records that
is being sent to the database at once. It is a tradeoff between speed, memory usage
and the size of transaction logs in the database. The larger the batch size, the more
memory and required space for the transaction log it will need.
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4 Preferences m} X

Database type: ‘MSSQLSeNeI V|

Database connection: ‘Jdbc:sq\server:ffdataserverm |

Database driver: ‘ com.microsoft.sqlserver,jdbe, SQLServerDriver |

Database username: ‘ permissionanalyzer |

Database password: ‘ LT LT P LT T T |

0 Test database connection | Defrag local database

U Advanced datak ings
Batch size for files: ‘ 500 ‘ I:I
Batch size for ACE's: ‘ 5000 |
Batch size for members: ‘ 1000 |

Batch size for group memberships: ‘ 10000 |

ok || cConcel |

3.10 OTHER FEATURES

4+ View member info and search for nested group memberships, modify LDAP
ﬁ'ﬁ‘ attributes that are being used and make use of the update service delivered by
fmm—= Permission Analyzer.

Showing member info

You will be able to request the details of a member or group at various points
throughout the application: in the ACL view, Trace view, Member filters or search
window for member selection. The member dialogue window shows both memberOf
data as well as the members in the case of a group. In both cases nested memberships
will also be shown.
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"
Q lnclude or exclude members (users and groups)

BE~X

-

‘._, Include or exclude members (users and groups)
od
Search users and groups (use * as wildcard):
Jjohn
Show users % Show groups |All domains / computers ~
Account name Display name Domain / computer
| ~ MYDOMAIN\jdoe John Doe = AADORAATR
‘o Show member info
", Include selected members I l "« Exclude selected members ] l Close ] I

fo Member info

Member info

Member of

o Member info s —
»
H

Member info

l Account name: jdoe I ‘| Account name: Application Infra
Display name: John Doe Display name: Application Infra [domain local group]
Domain: MYDOMAIN Domain: MYDOMAIN
! LDARON, CN=jdoe, ou=support, ou=peaple,dc=mydomain,dc=com LDAP DN: £MN=Application Infra, ou=support, ou=people,dc=mydomain,dc=com

Il | Member of | Members

Seaitii groups (use * as wildcard):

Search membérs {use * as wildcard).

Include nested group membership

Show users [¥] Show groups [¥] Include nested group membership

2% MYDOMAIN\Developers
“4 MYDOMAIN\Domain Users
71 MYDOMAIN\Freelancers
73 MYDOMAINVHR Adrmins
2% MYDOMAIN\Project Office
21 MYDOMAIN\System Admins
24 MYDOMAIN\Testers

System Admins

?qup = Via group Account name Display name Via group

=2 MIDOMAIN\Network Administrators “ MYDOMAIN\bjarmon  MYDOMAIN\Gjarmon [Benjamin Jarmon]

:: MYDOMAIN\AppI?catiun Infra Database maintenance T MYDOMAIN\cwarren NIVDOMAIN cwarren [Crystal Warren]

4 MYDOMAINVApplication Infra Intranet development © MYDOMAINYdoe MYDOMAIN\doe [ohn Doe] Database maintenance
= MYDOMAIN\Database maintenance * MYDOMAIN\doe MYDOMAINYjdoe [ohn Doe] Intranet development

© MYDOMAIN\pcorley
© MYDOMAIN\pdavis
" MYDOMAIN\plarose
© MYDOMAIN\slewis

MYDOMAIN\pcorley [Paul Corley]
MYDOMAIN\pdavis [Pauline Davis]
MYDOMAIN\plarose [Peter Larose]
MYDOMAIN\slewis [Steven Lewis]

Copy to cllpboard] [

Close

Copy to clipboard I l Close

J
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Configuring LDAP attributes

Permission Analyzer makes use of a number of standard LDAP attributes to retrieve
member information and group relations. These attributes can be modified if you wish
to use other fields. By enabling the option "Follow referrals" the application
automatically resolves LDAP referrals sent by the domain controllers. The option is
default disabled because it may cause errors when those referrals cannot be reached
(they point to other domain controllers for example).

gPreferences — — E‘@E

9 Generic LDAP settings

Account name attribute: sAMAccountName

User display name attribute:  displayName

I Group display name attribute; description
Group type attribute: groupType
DN attribute: distinguishedMame

Primary Group 1D attribute: primaryGrouplD

Group member attribute; member

MemberQf attribute: memberQOf

Follow referrals
Log LDAP debug information

Q\ Application debugging

Log levels:

ok || cancel |

Update service

Check for updates quickly at any time via [Help] > [Check for updates]. If there is no
Internet connection available you can use the offline update package on the Download
page, which can be downloaded from a different machine. This package contains all the
required artifacts to update your application to the latest version.

4, Using PowerShell scripts

29 april 2021


https://technet.microsoft.com/en-us/library/cc978014.aspx
http://www.permissionanalyzer.com/index.php/download/
http://www.permissionanalyzer.com/index.php/download/

PERDEMIASOFTWARE

Permission Analyzer User Manual ( ,
Getincontrol

PowerShell is a native Microsoft scripting solution, which allows you to scan the ACL's
of directories and files. PowerShell scripts are executed on the remote server (if
necessary) and the result is saved locally. So instead of scanning the network using
Permission Analyzer, you can use a PowerShell script to export all the ACL information
to a text file which can be imported into Permission Analyzer.

Execute a command-line and type "powershell", you should see a command prompt
that starts with "PS". Copy and paste one of the following scripts to the command-line
to export permissions:

PowerShell script to export the ACL of all (sub)directories and files to a text file:
(you can also use a network share as path, this will run the script locally on the remote
server)

Get-ChildItem "C:\MyFolder" -Recurse | Sort-Object FullName | %{
$Path = $ .FullName

$IsDirectory = $_ .PsIsContainer
(Get-Acl S$Path) | Select-Object
@{n="Path';e={ "S$Path, d=$IsDirectory" }},
@{n="Access';e={ [Stringl::Join("'n", $( $ .Access | %{

"$($_.IdentityReference), $(S$_.AccessControlType),
$($_ .IsInherited), $($_.InheritanceFlags), $($_.PropagationFlags),
$($_.FileSystemRights)" })) 1}}
} | Format-list | Out-File -FilePath C:\temp\permission export.txt -
Encoding UTF8

PowerShell script to exclude files (and only export directories):

Get-ChildItem "C:\MyFolder" -Recurse | Sort-Object FullName | ?{
$ .PsIsContainer } | %{
$Path = $ .FullName

$IsDirectory = $ .PsIsContainer
(Get-Acl $Path) | Select-Object
@{n="Path';e={ "S$Path, d=$IsDirectory" }},
@{n="Access';e={ [String]::Join("'n", $( $ .Access | %{

"$($_.IdentityReference), $($_.AccessControlType),
$($ .IsInherited), $($ .InheritanceFlags), $($ .PropagationFlags),
$($_ .FileSystemRights)" })) 1}}
} | Format-list | Out-File -FilePath C:\temp\permission export.txt -
Encoding UTF8
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PowerShell script to exclude inherited permissions:

Get-ChildItem "C:\MyFolder" -Recurse | Sort-Object FullName | %{
$Path = $ .FullName
$IsDirectory = $ .PsIsContainer
(Get-Acl S$Path) | Select-Object
@{n="'Path';e={ "S$Path, d=$IsDirectory" }},
@{n="Access';e={ [String]::Join("'n", $( $ .Access |
?{!$ .IsInherited} | %{

"$($_.IdentityReference), $($_.AccessControlType),
$($_.IsInherited), $($_.InheritanceFlags), $($_.PropagationFlags),
$($_.FileSystemRights)" })) }}

} | Format-list | Out-File -FilePath C:\temp\permission export.txt -
Encoding UTF8

The resulting text file has the following format:

Path : <path>
Access : <member>, <Allow/Deny>, <inherited ACE>, <inheritance flags>,
<propagation flags>, <permissions>

<member>, <Allow/Deny>, <inherited ACE>, <inheritance flags>,
<propagation flags>, <permissions>

For example:

Path : \\serverOl\Data\Projects\Finance, d=True
Access : YOURDOMAIN\Domain Admins, Allow, True, None, None, FullControl,
Synchronize

YOURDOMAIN\pbrandon, Allow, True, ContainerInherit, InheritOnly,
ReadAndExecute, Synchronize

YOURDOMAIN\gwatson, Allow, True, None, None, FullControl,
Synchronize

YOURDOMAIN\Project Office, Allow, True, ContainerInherit,
ObjectInherit, InheritOnly, Modify, Synchronize

YOURDOMAIN\Finance Auditors, Allow, True, None, None, FullControl,

Synchronize

Path : \\server0Ol\Data\Projects\Finance\Results, d=True

Access : YOURDOMAIN\Domain Admins, Allow, True, None, None, FullControl,
Synchronize

YOURDOMAIN\pbrandon, Allow, True, ContainerInherit, InheritOnly,
ReadAndExecute, Synchronize

YOURDOMAIN\gwatson, Allow, True, None, None, FullControl,
Synchronize

YOURDOMAIN\Project Office, Allow, True, ContainerInherit, None,
None, Modify, Synchronize

YOURDOMAIN\Finance Auditors, Allow, True, None, None, FullControl,
Synchronize
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Importing the PowerShell results

The text file that has been created can be imported into Permission Analyzer:

Directory path: | chtemphpermission_export.txt | IEI
Subdirectories depth: 0 E (0 means unlimited)

Include files:

Include inherited permissions:

Follow symbolic links:

Scan local groups on this server: [

|4 Add | Update

[Mieciony path Depth Include files Follow symb. links Scan local groups
-Zl b3 c:‘ cemphpermission_export.bidt 0 Yes Yes Mo
1 Clear all data from the database before scanning | o Test directory | | # Delete |
|Z] Import ACL file ®

! Import ACL file

Instead of scanning a local directory or netwerk share, you can import a text file that contains all the
directories and files with their Access Control List information. We currently support a text file exported by
PowerShell or the EMC Isilon NAS system. If you have another format, then please contact support to see if
we can add your format to the list of file types.

File type: | PowerShell export file | I:l

File path: | c\temp\permission_export.bed |

[ ok | cance |

You can now scan the content of the text file the same you would scan a directory or
share. Use the same command line options (“-scan”) to scan the text file periodically
using Windows Scheduled Tasks. Note that Permission Analyzer scans ACL’s more than
twice as fast as the provided PowerShell scripts.

Tip: Zip the text file to save storage and import the zip file directly into Permission
Analyzer, the application will recognize the zip extension.

Permission Analyzer also supports files exported from a EMC Isilon NAS. See the Help
button in the import dialog for more information.
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Licensing model

Permission Analyzer’s licensing model operates on an installation basis and consists of
a number of editions based on company size, varying in the features they offer. Each
installation of Permission Analyzer will require a separate license. The number of users
and groups per edition will constitute the maximum number to be scanned by
Permission Analyzer. These numbers are the sum of the unique members found in the
Access Control Lists on the file system and the LDAP Organizational Units you select to
determine (nested) group membership. This does not necessarily have to encompass
the entire domain, but can be limited to certain OUs. Only those members and groups
will then be available to the application, supplemented by the members attributed to a
directory directly.

Licenses will be valid for 1 year and automatically entitle the purchaser to tech support
and updates. A license can be moved three times by deactivating an active license and
reactivating it on a new device.

Permission Analyzer’s trial version is limited to 2 root directories (unlimited depth of
sub directories), 3 member filters and the export to HTML/CSV is limited to a depth of 3
sub directories. If you'd like to try out one of the editions, then just fill out the trial

request form.

Notes:

() The number of servers that are scanned on directories, files and local groups. This
does not relate to the number of domain controllers.

@) Encryption is only supported for the local H2 databases supplied with the edition.
Please consult the product documentation for information on encryption of other
(external) databases.

®)'You will be able to use any database with a JDBC interface. Permission Analyzer
automatically supports Oracle, DB2, MS SQL, MySQL, PostgreSQL, Derby and H2. Also
see External Database.
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TRIAL

2 root directories
1 file server (")
Unlimited users

Unlimited groups

DOWNLOAD

ADVANCED
$ 349%°

Unlimited directories
15 file servers ()
15,000 users
5,000 groups
Database encryption @
External DB support ©

PURCHASE
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BASIC
$ 149

Unlimited directories
1 file server (V)
500 users

100 groups

PURCHASE

ENTERPRISE
$ 499

Unlimited directories
Unlimited file servers ("
Unlimited users
Unlimited groups
Database encryption @
External DB support ©)

PURCHASE
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STANDARD
$ 249

Unlimited directories
5 file servers ("
3000 users
1000 groups

Database encryption

PURCHASE

SCAN AGENT
$ 24%

Unlimited directories
1 file server
Unlimited users
Unlimited groups
Database encryption @
External DB support ©)

PURCHASE
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FAQ
6.1 TECHNICAL QUESTIONS

How is Permission Analyzer installed?

The download of Permission Analyzer is a zip file that can be unpacked anywhere. The
application runs from the extracted directory and no installation is needed. Please note
that Windows has additional restrictions on the "Program Files" directory and that
Permission Analyzer can possibly only be run as an Administrator. To avoid these
problems, it's best that the application is extracted outside of the Program Files
directory. To uninstall the application only the application folder needs to be deleted.

Why does the application not start?
Access denied on the workspace directory

Permission Analyzer writes data into the directory where it has been installed. If the
directory is located in Program Files, Windows may decide to block the writing
operations of the application. If this is the case, run Permission Analyzer as an
Administrator. Right click Permission Analyzer.exe and select Run as Administrator.

What exactly is retrieved from the Active Directory?

Permission Analyzer makes use of the Active Directory to retrieve additional member
attributes that are not available from the file system, e.g. the displayName and (nested)
group membership. The application’s scan screen will show specific Active Directory
Organizational Units (OU) to be scanned and Permission Analyzer will limit the scan to
those OUs. The scan will only search for items outside the OUs if they occur in the
member or memberOf attributes of members in the OU. This is done to obtain a
complete overview of group membership for each member of the OU(s).

Note: because a universal group can have members from domains other than the
domain where the group object is stored and can be used to provide access to
resources in any domain, only a global catalog server is guaranteed to have all
universal group memberships that are required for authentication. On the other hand,
the global catalog stores the membership (the member attribute) of only universal
groups. The membership of other groups can be ascertained at the domain level.
Therefore, if applicable, make sure you add both the domain controllers as your global
catalogue to ensure a complete overview of group memberships. Permission Analyzer
will make sure that no duplicate memberships are stored. Active Directory uses the
following default ports:
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389: LDAP without SSL

636: LDAP with SSL

3268: Global Catalog without SSL
3269: Global Catalog with SSL

Do I have to install the product directly on a domain controller?

No, you can run Permission Analyzer from any server or workstation within your
domain, as long as you have enough permissions to read the security properties of the
directories to scan and the OUs in the Active Directory.

What kind of setups are supported?

Permission Analyzer can easily be run from a workstation with a supplied database in
the application folder. From the workstation different file servers can be scanned, just
like the Active Directory for group information. In addition, you can use an extensive
setup with scan agents and a central database to share information.

Instead of scanning a remote file system from a workstation, a Scan Agent can be used
to perform a scan on the file server. Each Scan Agent will add the scanned information
to the central database. A Scan Agent is a normal installation of Permission Analyzer
but is activated with a cheaper Scan Agent license, with which only the scanning
features of the application are activated. The progress and status messages of each
Scan Agent can be viewed on, for example, a central workstation. A Scan Agent stores
the status messages in the central database, which is also the way in which to
communicate with an agent. Starting an agent can, as with the normal installation of
Permission Analyzer, be scheduled via Windows Scheduled Tasks and application
parameters such as scan.

See also Architectural setup.

Can the application scan unix/linux shares?

Yes, the application can scan shares that support the NFSv4 ACL Model using the SMB
protocol. Make sure ACL's are enabled on the machine that hosts the network shares.
For example, for OSX you can execute the following:

sudo defaults write
/Library/Preferences/SystemConfiguration/com.apple.smb.server
AclsEnabled -bool YES
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Is there any limitation on the subfolder level or length of the file path?

In the Windows API (with some exceptions), the maximum length for a path MAX_PATH,
which is defined as 260 characters. Reading the file path is no problem, but getting the
security descriptor of the file fails when the file path exceeds the MAX_PATH length.
Permission Analyzer has a workaround to support long file paths anyway! Whenever
necessary it converts the long file path to its 8.3 short notation (file names with ~1 etc)
before reading the security properties. The long file path is stored in the database
along with the security info retrieved by the short path. This way you still have a
readable long path including the security info.

What is stored in the database?

When performing a network scan a snapshot is made of the file system in combination
with group information from the Active Directory. The database contains file names,
access control entries and user and group information. The database also contains
filters, reports, policies, which can be shared with several work stations by using a
central database. The storage occupies approx. 1 MB per 1,000 directories/files.

The searches, reviews and reports in the "Report View" strictly use the database to
show the results. The directories on the network and the Active Directory will only be
accessed while running a network scan.

Can I change the location of the embedded database?

Yes, just move the files H2DB.h2.db and H2DB.trace.db to another location on your
hard disk and change the database path in the settings of the application.

What databases are supported?

By default, the application uses a supplied H2 database which is included, in the form of
a database file in the application directory. In the preferences in the application the
following databases can also be used: Oracle, MSSQL, DB2, MySQL, PostgreSQL and
Derby. By using an external database server the scanned information, reports, and
filters can be shared between workstations, and potential Scan Agents can scan a local
file system in parallel and save the information in the database. The application
supports basically any database with a JDBC driver, contact support if the desired
database is not listed.

How long does it take to scan the files?
This depends a lot on the network performance, the file servers or local file system and

whether or not an external database is used. Scanning local files with a local database
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scans about 25,000 files per minute and occupies 1 MB database storage per 1,000 files.
As the database size increases the scanning speed drops, since with each new row the
database needs to update a number of growing indexes.

Tip: use Scan Agents on the file servers to increase speed.

Does the application require an Internet connection?

No, you can use an Internet connection to activate your license automatically, but you
can also use our form on the website to create an offline activation file based on your
license.

I've discovered a bug. How can I report it?

A dialog window can be opened within the application, allowing you to send a direct
message to our tech support team. The dialog window also allows you to send the
application log in zip format. Go to [Help] > [Contact support]. Make sure you've
configured a valid SMTP server in the application settings before sending out the e-
mail.

6.2 FUNCTIONAL QUESTIONS

Can group members be included in the reports?

Yes, the recent version of Permission Analyzer has a number of new reports with which
groups 'unfolded' in the HTML or CSV report are included. At this point the following
report types can be selected:

Folders/files and the sum of their permissions
A list of directories and files that meet the filter criteria. Per directory, only the effective
rights of all Access Control Entries that are found on the basis of the filters.

Folders/files and their Access Control List
Instead of adding up all the rights, Access Control Entries (users and groups) are
displayed separately per directory or file in this report.
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Folders/files and the ACL with expanded groups showing direct members and their effective
permissions

Same as previous report type, but the report groups in the report popped up so that
the direct group members are visible.

Folders/files and the ACL with expanded groups showing nested members and their effective
permissions

Same as the previous report type, but in addition to direct group members also the
nested members of a group are displayed.

Users/groups and all their explicit permissions
This report is laid down per user/group instead of directory/file. For each user or group
the directories and explicit rights are displayed.

Groups and members

This report is separate from the rights and shows exclusively the groups found as well
as their group members. A separate report type will only display the groups that
actually have permissions in the (filtered) folder tree.

For more information, see also the Reports.

How can I export the overviews?

The application supports exporting to HTML or CSV. A quick export can be done via the
context menu of a directory or the Export button in the application toolbar:

Ty Estimates
> B Finance
"o Hour plans,
4 Ug HR
“© employ
"0 Project office
0 Proposals

. Openin Explorer Ctrl+O
= Export Ctrl+E

In order to create a periodic export a report can be used. A random set of filters can be
saved as a new report. In a report, among other things, the file format, the destination
path and the way of presenting are configured. A report can be loaded at any time in
the application or be exported to HTML or CSV. See also Reports and command-line

parameters.

Can I schedule a scan and/or export on a daily basis?

A set of filters can be saved as a new report, where the file path (with possible
timestamp) can be configured per report. Using Windows Scheduled Tasks and
different application parameters Permission Analyzer can be launched automatically, a
scan can be run and reports can be exported. See command-line parameters.
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Do you support nested group memberships?

Yes, group memberships are stored in the database during the network scan, from the
Active Directory. The reviews show the standard rights of nested group memberships,
these rights can be excluded with the check mark "Include group memberships" on the
Members tab on the left of the outline. By unchecking this option the explicit rights of a
user or group are displayed.

What are those icons and colors in the folder tree?

The folder tree should make |jc clear ata ﬁ:
glance where the unwanted rights are -
and what rights are granted explicitly.
The tree shows all rights per directory,
initially this will mainly be FULL rights of
the Administrators, but as more filters
are applied, the tree will show the R
purposeful rights. The icon for the Framsreme

. Read attributes permission . # Wite attributes permission

directory indicates which access right it I i IR
involves. Press the green info icon in the T S LT
toolbar to quickly get an overview of

icons.

AR (% Special

Inherited Allow permission Explicit Allow permission

Inheited Deny permission Explicit Deny permission

Tip: use the tooltip text on the special permissions in the folder tree to see the name, E

The icons to the right of the directories
indicate which special rights apply to the
directory (a summation of all Access Control Entries on the directory that match the
filter criteria). The background color indicates whether these special rights are inherited
from a parent folder (white background), or directly assigned to the directory (green
background). A red background indicates a ‘Deny’ right.

™ £l el \3;]|A

What filters can I apply?

Permission Analyzer provides a highly comprehensive collection of filters. The filters are
divided into three categories, namely Members, Permissions and Folders. Each
category can be found as a tab on the left of the outline. In the Member tab a list of
users/groups can be added as an Include or Exclude keyword filter. That way only the
rights for those users appears in the folder tree. It is even possible to select a group
from which all members are included or excluded in the overview. The nested groups of
each group member are included in the overview. This allows a quick bulk review to be
done on a large group of users. The folder tree shows at a glance where the unwanted
rights are. With the tabs at the bottom of the folder tree it's possible to see which users
have been found. The filters can be added as an Include filter or Exclude filter.
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Can I get all the folders that are not accessible by a particular account?

The Exclude filter on a username will only exclude that user from the overview.
However, in order to show the directories to which a user has no rights, the nested
group memberships of the outline should also be excluded. See following PDF for some
simple steps to take to add the groups of a user as Exclude: Filter for folders not
accessible by a particular user.pdf

6.3 LICENSING QUESTIONS

How many licenses do I need?

A Permission Analyzer license is tied to one machine, either a server or a workstation.
From one machine different servers can be scanned, multiple licenses apply to different
workstations with an installation of Permission Analyzer, or in the case of Scan Agents
(a cheaper license option) where Permission Analyzer is installed on each file server to
run a local scan and add the information to a central database. You should select the
appropriate edition of Permission Analyzer based on the number of groups and users
you are scanning on the file system and Active Directory.

What edition do I need?

The edition of Permission Analyzer depends on the number of users and groups that is
scanned in the Active Directory (the Organizational Units selected in the scan window of
the application). The following list gives an indication of the edition that could apply:

e Basic: 1 file server / 500 users / 100 groups.

e Standard: 5 file servers / 3,000 users / 1,000 groups and support for encryption
of the included (embedded) database supplied.

e Advanced: 15 file servers / 15,000 users / 5,000 groups and support for an
external database such as MS SQL Server.

e Enterprise: Unlimited file servers, users and groups plus support for an external
database such as MS SQL Server.

e Scan Agent: Suited for local scan of a single file server.

How can I move my license?

A license is linked to an installation of Permission Analyzer. That’s why it’s important to
deactivate an old, previous installation. This can be done automatically online or
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manually through the website. Open [Help] > [License information] and select
[Deactivate license]. You will now be able to activate the license on another device.

How can I get a written quote?

You can easily create a quote yourself in the order process. To do so, place the desired
products in the shopping cart, proceed to checkout, enter the required data in the
order form and select your preferred payment type. As usual, you can review all of the
information you entered again on the confirmation page. Then, instead of completing
the order using the button at the bottom of the confirmation page, click the “Save as
quote only” link.

We will then process the information you entered and send you an e-mail confirmation.
This e-mail contains your quote details, a link to the login page of the “My Account”
area in the Customer Care Center and a PDF attachment with the non-binding quote.

You now have 14 days to review and edit the quote in the “My Account” area in the
Customer Care Center. Log in with your user ID and password and click the ‘Quote
overview' tab. There you will find an overview of your quotes where you can view the
details, delete the quote or order the products in the respective quote by clicking
‘Process as order’. You will then be redirected to the order process automatically via a
secure connection.

As you have already entered your information, we can process your order immediately.
A description of the subsequent steps is given in the answer to the question ‘What will
happen after I place my order online?’

If you do not place an order within 14 days, the quote will be deleted automatically after
this 14-day period.

What is Permission Analyzer’s ordering process like?

Permission Analyzer’s orders are processed by our sales agent Share-It, one of the
biggest software sales agents worldwide. Share-It supports the following payment
methods: credit card (Visa, MasterCard, American Express, JCB and Diner’s Club, as well
as Maestro debit cards issued in the UK), wire transfer, check, PayPal and WebMoney.
When you pay by credit card you will immediately receive the license file(s) by e-mail.

The trial version is very limited. Can I test a full version?

Sure! Just fill out our online form to request a trial license for a specific edition.

Can Isign up as a reseller?
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Yes, you can register as a reseller or affiliate through our sales agent, Share-It. As an
affiliate, you can market Permission Analyzer by placing links on your website to the
relevant product pages on the publisher’s website. You will receive a commission for
each sale of these products via your website. As a reseller you will be able to quickly
and easily place online orders for your customers for products by “Perdemia”. As a
reseller, you can log in to the publisher’s website without having to re-enter your
personal information for every order.

Reqister as affiliate

Reqister as reseller

2.3.6

2.3.5

234

Application version history

2018-06-25

Added a new report type “Folder/files and users with their effective
permissions”. It is similar to the ACL report, but it hides group information and
shows all users directly under the folder/file.

Added the option to configure your own logo in the HTML reports (set your logo
in the application preferences).

Added a simplified version of most of the HTML reports, suitable for
management overviews. Just select the checkbox “Simple presentation” in the
report details, it will leave out some of the columns, checkboxes and filter
information.

Special permissions are default hidden in the HTML reports.

Added a preference to configure the CSV separator, since Excel expects a
semicolon while the default character is a comma.

2018-02-13

Added a new filter option to invert the matching folders in the overview.
Enabling this checkbox in the Folder filter panel will display all the folders that do
not match the filter criteria. This can be useful to create an overview of all
folders that do not have a particular member in the ACL list. For example,
include a member filter Administrators, and check the option Invert matching
folders. This will display all folders that don’t have the Administrators group on
them. The exclude member filter will not work in this case, because it will just
exclude the Administrators permissions from the overview, but the folders will
still appear since they have other permissions that match the filter.

2017-09-16

Added a wizard to create new policies
Performance improvements in the Report View when using an external database
Reorganized the list of items to scan (servers, local directories, shares, etc.)
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Added a new filter for disabled users

Added two new report types:
o Groups that have permissions in the folder tree and their direct members
o Groups that have permissions in the folder tree and their nested members

2017-01-29

Added file owners to the overviews, including a filter on the account name of an
owner

Added the option to display ownership ratio in the overview (this is default
disabled because of the performance impact, but can be enabled in the
preferences)

Added the option to change the ownership and file inheritance in the context
menu of the folder tree

Added two new report types: "Groups and nested members" and "Groups and
direct members"

Added the option to add a server name in the scan list (instead of a directory or
network share). The application will scan all the shares of that server, except the
hidden drives like c$ and the shares admin$, print$ and ipc$. Use the command-
line parameter "-includeSharedDrives" to scan hidden drives like c$ as well.
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2.3.2 2016-11-14
Added efficiencies in the scanning process, making scanning much faster.
2.3.1 2016-11-05

Added the feature to import a text file generated by a given PowerShell script.

2.3.0

2.21

2016-10-07

Created a better separation between reports and policies, including a dialog that
shows the current status of all your policies.

Added a wizard to create a new policy

Renamed the report types and added a new report type that orders the data by
user/group

2016-08-14

Added two new tabs in the Report View. One tab with the members of the selected
directory and their effective permissions and one tab that displays all users and groups
that have been found in the directory tree, including their ACE’s.

2.2.0

2.1.2

2016-06-19

Support for Scan Agents that run locally on the file server and submit their
information to a central database. The previous version would always truncate
the existing data from the database, this is now configurable in the Scan View.
A new checkbox has been introduced in the Scan View to exclude inherited
permissions from the scan. So besides excluding them in the overview, they can
now be excluded from the database completely. This means the database will be
a lot smaller (and faster) in that case.

The export reports contain a new column with the number of members per
directory.

Uchecking the member column in the HTML report will now hide the whole ACE
row.

The HTML reports have a new icon to copy the file path quickly to the clipboard.

2016-05-06

Added support for long file paths (Windows MAX_PATH limitation).
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2.1.1 2016-04-03

A new panel has been added to display all members that have been found in the results
after the filters are applied.

2.1.0 2016-02-13

A new audit dashboard with 18 charts showing statistics about your network users and
groups, permissions and files.

2.0.0 2015-10-10

A complete renewal of version 1.x
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